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B’ SDNv4 ansvarsgranser
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A" SD-WAN Centralt firewall-setup
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B\’ SDNv4-opsaetning hos tilsluttede parter
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A" SD-WAN single firewall-installation

SDNv4 Fortigate 40F single opsatning

[ . . . . ., . . . . . . s

WAN IP: Fast IP-adresse fra

87.52.98.196

G | | Internet Service provider
: @ _——— Fortigate 200F
i ‘:——\\_‘____‘_;' L L VRFS

Inderside LAN link IP-
adresse:
100.100.xxX.xxx/29
Tildeles af TDC

IPsec —_—> 100.100.65.1

‘ T:D-WANA 7Y SDN IP-adresser der routes:
i 195.80.240.0/20

Fortigate 40F

e r—— 2a13:5600::/29

IPsec <} 2a13:5600::/29

100.100.0.0/16 1 OO . 1 OO . O . O/ 1 6

1

SNMPW3
100,100 XM MMM/ 29 44— X
Read-only

195.80.240.0/20
=S0NRreie l { 2a13:5600::/29
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SD-WAN high availability (HA) firewall-

A -
mstallatlonﬁ WAN IP: Fast IP-adresse fra

Internet Service provider. Der

Mesasnase anvendes samme Ip-adresse pa
’ ‘ I begge firewalls.
P |—— 100100651 Inderside interface 1 LAN link IP-
e adresse:

100.100.xxx.xxx/29. Der anvendes
samme Ip-adresse pa begge firewalls.

I i Tildeles af TDC
SD-WAN _ | Activ . SD-WAN | | Activ _
1 e T e Inside interface 3 anvendes til sync
B— — layer 2-forbindelse mellem firewalls.
_______ [] []
| v | SDN IP-adresser, der routes:
100. 100 XXX XXK/29 4——— :2:;'_):3? 1 9 5 ] 8 O ] 240 ] 0/2 O
195,80, 300 xxx/29 I { lzg:iggéggfifso 2a 1 3 . 5600 : :/29
. 100.100.0.0/16 1 OO . 1 OO . O . O/ 1 6 16.10-2024
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SD-WAN Cloud software appliance-

installation

SDNv4 Fortigate 40F single opsaetning

____________________________________________

1
SDN Central Firewall
87.52.98.196

| | VRFO
> Fortigate 200F — e——
i l VRF5

—  100.100.65.1

Cloud eller virtuel
driftsmiljo

VRFO
| Fortigate 40F
""""" VRF5

195.80.240.0/20

IPsec B — 2513:5600::/29
100.100.0.0/16

1

SNMPv3

100.100.XXX.XXX/29 Read-only

195.80.240.0/20

=R pref 2a13:5600::/29

100.100. x5 xx%
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WAN IP: Fast IP-adresse fra
Internet Service provider eller DHCP
tildelt.

Inderside interface 1 LAN link IP-
adresse:

100.100.xxx.xxx/29.

Tildeles af TDC

Dette kan ogsa laves som high
availability-opseaetning.

SDN IP-adresser, der routes:
195.80.240.0/20
2a13:5600::/29
100.100.0.0/16
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SD-WAN MPLS-installation medcom

MPLS installation for tilsluttet part

Sundhedsdatanet MPLS

TDC CPE udstyr DC CPE udstyr

Fortigate 100F

-----------

Tilsluttet Part’s
infrastruktur

WAN IP: Fast IP-adresse til linknet i
MPLS VRF

Inderside interface 1 LAN link IP-
adresse:

100.100.xxXx.xxx/29.

Tildeles af TDC

Dette kan ogsa laves som high
availability-opseaetning.

SDN IP-adresser, der routes:
195.80.240.0/20
2a13:5600::/29
100.100.0.0/16
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N SD-WAN Direkte opkoblede eller
kunde-fremforte forbindelser (VLAN)

Firewall-politikker implementeret pa VLAN
Inderside-interface tildelt i lokal

g TN switch port i driftscenter, VLAN. LAN
link IP-adresse:
| FoT 1007 100.100.xxx.xxx/29.
ore ] _cum T Tildeles af TDC
I
w1 v <anme - o0 Dette kan ogsa laves som high
| v availability-opsaetning.

SFP+1310 - 106—»| Tilsluttede parti | SDN IP-adresser, der routes:
SFPH1310 - 106—» Tilslttede part2 195.80.240.0/20

SFP+1310 - 106—» | Tilsluttede part3 2a13:5600: /29

SFP+1310 - 186—| Tilsluttede pard | 100 . 100 . O- 0/16
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SD WAN Direkte opkoblede eller
' kunde-fremfgrte forbindelse (Trunk)

Firewall-politikker implementeret pa Trunk-tilslutning
Inderside interface tildelt i lokal

= switch port i driftscenter, som Trunk.
LAN link IP-adresse:

| 100.100.xxX.xXxx/29.
[ ][ o T’“j“ Tildeles af TDC

| _ Dette kan ogsa laves som high
availability-opseaetning.

SDN IP-adresser, der routes:
195.80.240.0/20
2a13:5600::/29
100.100.0.0/16
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Status pa SDNv4 Migrering

- Antal tilsluttede parter: 125

- Antal migrerede til SDNv4: 45

- Antal planlagte migreringer: 62

- Antal manglende tilbagemelding: 22

- Antal tilslutninger med HA redundans: 9
- Antal MPLS tilslutninger migreret: O

- Antal Software Appliance migreret: 19

- Antal Fortigate 40F: 41

- Antal Fortigate 100F: 6

medcom
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Adgang til egen overvdagning og statistik

Overvagning

Smokeping

Splunk

Fortimanager

Fortiportal
SNMP v3 readonly

Statistik
- Elastic Search

 Fortiportal med grundlag fra
Fortianalyser
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Lars Hillerup
Konsulent

D4 lah@medcom.dk
\. +4561 16 10 66

Thomas Lindal Winther
Konsulent

D4 tiw@medcom.dk
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